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Abstract:
Most software quality research has focused on identifying faults (i.e. informatiororseicity
recorded in an artifact). Because software still exhibits incorrect behavior, a different approach
is needed. This paper presents a systematic literature review to understand whether using
information about the source of a fault (i.e. and errasjp e helpful. Once the usefulness of
errors is established, then it is important to identify and classify errors. The review identified
149 papers from software engineering, psychology and human cognition that provided
information about the sources of rgements faults. A major result of this paper is a
categorization of the sources of faults into a formal taxonomy that provides a starting point for
future research into errebased approaches to improving software quality.
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1. Introduction

The software development processolves the translation of information from one form to
another (i.e. from customer needs to requirements to architecture to design t@eocda¥ehis
processs humanbased, mistakes are likely to occur durihg translation step3o ensure high
guality software, mechanisms are neetie(irst preventhese mistakeand then to identify them
when they do occurSuccessful software organizatiofeecus attentionon software quality,
especiallyduring the early phases of tldevelopment proces8y identifying problems early
organizations reducthe likelihood thatthey will propagate to subsequent phasesaddition
finding and fixing problemsearlier rather tAn later is easier, less expensive, and resluce
avoidable rework18, 27]

The discussion of software quality focuses around the use of a few importantdeons:
fault, andfailure. Unfortunately, some of these terms have competing, and often contradictory,
definitions in the literature. To alleviate confusion, we begin by providing a definition for each
term that will be used throughout the remainder of the pdpeese definitions are quoted from
Lanubile, et al[51], and are consistent with software engineering textbfgks65, 75] and an
IEEE Standard1].

Error T defect in the human thougprocess made while trying to understand given
information, solve problems, or to use methods and tools. In the context of software
requirements specifications, an error is a basic misconception ofctalaneeds of a

user or customer.

Fault i concrete manifestation of an error within the software. One error may cause
several faults, and various errors may cause identical faults.

Failure 7 departure of the operational software system behavior from exgeected
requirements. A particular failure may be caused by several faults and some faults may
never cause a failure.
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We realize that the termrror has multiple definitions. In fact, IEEE Standard 610 provides
four definitions ranging from an incorregrogram condition (sometimes referred to as a
program erro) to a mistake in the human thought process (sometimes referred touasaa
error) [1]. The definition used in this paper more closely correlateshtcmaan errorrather than
aprogram errot

Most previous quality research has focused on the detection and remtaudtsofboth early
and late in the software life cycle). This research has examined theefBcterelationships
among faults to develop fault classification taxonomies, which are used ny quality
improvementapproaches (more details Section2.1). Despite these research advancements,
empirical evidence suggests that quality is still a problem because developers lack an
understanding of the source of problems, have an inability to learn from midtadkesffective
tools, and do not have a complete verification proddss 27, 84] While fault classification
taxonomes have proven beneficial, faults still occur. Therefore, to provide more insight into the
faults, research needs to focus on understanding the sources of the faults rather than just the
faults themselves. In other words, focus on the errors that caestiits.

As a first step, we performed a systematic literature review to identify and classify the errors
identified by other quality researcherssystematic literature review a formalized, repeatable
process in which researchers systematicallyckearbody of literature to document the state of
knowledge on a particular subject. The benefits of performing a systematic review, as opposed to
using the more commomrd hoc approach, is that it provides the researchers with more
confidence that they havecated as much relevant information as possible. This approach is
more commonly used in other fields such as medicine to documentekiglhconclusions that
can be drawn from a series of detailed stufi&s 77,90]. To be effective, a systematic review
must be driven by an overall goal. In this review, the high level goal is to:

Identify and document the types of requirement eriara manner that will improve
overall quality.

The remainder of this paper isganized as follows. Sectiod describes existing quality
improvement approaches and previous uses of errors. S8gioes details about the systematic
review process and its application. Sectidrend5 report the results of the reviewinally, the
conclusions and future work are presented in Seétion

2. Background

To provide context for the review, Secti@ri first describes successful quality improvement
approacheshat focus on faults, along with their limitations to highlight the areas of need. Then
Section 2.2 introduces the concept arror abstractionand describe the literature that was
examined during the review.

2.1 Existing Qualityimprovement Approaches

The NASA Software Engineering Laboratoryos
focuses on packaging software process, product and measurement experience to facilitate faster
learning[2, 8]. This approactclassifies faults from different phases into a taxoneongupport
risk, cost and cycléime reduction Similarly, the Software Engineering Institute (SEI) uses a
measurement framewotk improve quality byunderstanohg process and produquality [35].

This approachalso uses fault taxonomies as a basis for buildinglaecklistthat facilitates the
collection and analysis of faults and improwgslity and learningThe SEL and SEI approaches
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are two successful examples that represent many-daséd approaches. Even with such
approaches, faults still exist. Therefore, a singular focus on faults dbaftimately lead to the
elimination of all faults. Faults are only a concrete manifestation, or symptom, of the real
problem; and without identifying the source, some faults will be overlooked.

One important quality improvementapproachthat does focuon errorsis Root Cause
Analysis.However, due to its complexity and expense, it has not found widespread §68¢ess
Building on Root Cause Analysis, the Orthogonal Defect Classification (ODC) was developed to
provide inprocess feedback to developers and help them learn from their mistakes. The ODC
also uses an understanding of the faults to identyseeffect relationshipg15, 25] In
addition, fault classification taxonomies have been developed and evaluated to aid in quality
improvement throughout the development pro¢g6s42, 57]

Empirical evidence suggests that dAquantifyi:!
subjective and intricate notion, especially during the requiremerp h[87s ¥]oIn addition,
Lawrence and Kosuke have criticized various fault classification taxonomies because of their
inability to satisfy certain attributes (e.g., simplicity, comprehensiveness, exclusiyemes
intuitiveness)52]. These fault classification taxonomies have have been the basis for most of the
software inspection techniques (e.g., checklaged faultbased, perspectivgased) used by
developerd9, 21, 24, 37, 56, 73]However, because these techniques do not focus on errors,
inspectors still leave some faults undetected. To compensate for these undetected faults, various
supporting mechanisms have beedetito the quality improvement process to try to improve
their overall effectiveness, e.g.-irspections, and defect estimation techniqdeslO, 33, 82,

83].

The above research efforts have made significant contributions to fault reduction; however,
requirements faults still slip to later development phases. This fault slippatgates a need for
additional information to support tleaftware qualityprocessThe use of error information is a
promising approach for providing such insigfiherefore, the objective of this review tis
identify as many errors as possible, as described $Barehers in the literature, and classify
those errors so that they are useful to developers.

2.2 Background on Error Abstraction

Lanubile, et al., first investigateithe feasibility of using error information to support the
analysis of a requirements docurherhey definederror abstractionas the analysis of a group
of related faults to identify the error that led to their occurrence. After an error was identified, it
was then used to locate other related faults. One drawback to this process is thattthenefés
depends heavily on the error abstraction ability of the inspef@tfsTo address this problem,
our work augments Lanubile, et al.o6s work by
provide support to the error abstraction process.

In addition to research reportad the software engineerintiterature, it is likely that error
can be identified by reviewing research from other fields. Given that software development is a
humanbased activity, phenomemasociated with the human mental process and its fallibilities
can also cause requiremeatsors For example, twoase studieseport thahuman reasons.e.
reasos not directly related to software engineerimgn contribute to fault and error injection
[53, 84] Studies of these human reasons can be found in research frdieldeef human
cogniion, andpsychology.
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Therefore agrigure 1 shows, literature from software engineering, human cognition, and
psychology are needed to provide a more comprehensive list of errors that may occur.

Human Errors Known Software
Individual View Engineering Errors

N/

Requirement
Error
Classification
Taxonomy

Software
Faults

.

Figure 17 Types of Literature Searched

3. RESEARCH METHOD

The systemat review reported in this paper was done following the guidelines of Mian, et.
al., Kitchenham, et. al.,, and Dyld1, 77, 99] The steps involved in the review included:
formulating a eviewprotocol conducting the revieyanalyzing the results, reporting the results,
and discussing the findings. Conductitlige review included: identifyingorimary studies,
evaluating those studies usiimgclusion and exclusion critexi quality assessmenextracting
data from the selected studiemdsynthesiing that data into a concrete result.

Prior to the reviewa protocol was developed that specifidte questions to be addressed, the
databases to be searched #maimethod$o beused to identify, collate, and asséssevidence
To reduce researcher bjéise protocal describedn the remainder of this section, wadaveloped
by one of the authors, reviewed by the other author and then finalized thdmeylssion,
review, andterationamong the authond their research group

3.1 Research Questions

The main goalof this systematicreview was to identify and classifgifferent types of
requirementerrorsand to describe their likelynpact on software qualityn terms of faults. To
properly focus the review, a set of research questions were needed. With the underlying goal of
providing support to the software qualitynprovement process, the higvel question
addressed by this review was:
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This highlevel question was then decomposed into the more specific respaastions and sub
guestions shown in Table 1.

1.

Tablel- Research Questions and Motivations

Research Question Motivation

Is there anyevidence that usingrror information can

improve software quality?

1.1.Are there any processes or methods reporte
literature that use error information to impro
software quality?

1.2.Do any of these processes address the limitat
and gaps identified in Secti@wof this paper?

Assess the usefulness of errorg
existingapproachedsdentify
shortcomings the current
approaches and avenues for
improvement

2.

What types of requirement errors have been ident

in the software engineering litera#&®

2.1.What types of errors can occur during t
requirement stage?

2.2.What errors can occur in other phases of
software lifecycle process thate related to errorg
that can occur during the requirements phase?

Identify types oferrorsin the
software engineering literature §
an input to an error classificatio

taxonomy

Is there any research from human cognition

psychology that can propose requirement errors

3.1. What information can be fourabouthuman
errors and their classification?

3.2.Which of the human errors identified in Questiol
3.1 can have corresponding errors in software
requirements?

Investigateahe contribution of
human errorérom thefields of
human cognitiorandpsycholay

How can the errors be grouped into a requirem
error classifcation taxonomy?

Organize the information into a
taxonomy that can be easily uss
by developers

3.2

Prior to conducting the search, the correct set of databases must be selected to optimize the

Source Selection and Search

likelihood of finding the most complete and relevant sources. In this review, tlosvifuil
criteria were used to select the source databases:
1 The databasewere chosen to includ@urnals and conference proceedirigat cover:

T
T

software quality, software engineerjnggmpirical
psychology

studies,human cognition, and

If available, multiple database were selected for each research areasoftware

engineering, human cognition and psychology;

The databasebad tohave a search engine widn advanced search mechanism that

allowed keyword searches;
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Full text documents must be accessible thrahgllatabaser throughother means

The databases of anglevant journals, proceedings other literaturethat werenot

included in one of the abowdatabaseweresearched separately

1 The list of databases was theeviewed by expestfrom software egineering and
cogniive psychology who augmented the list with additional databadesor to
conducting the actual search, thesearchers involved agceen the final list of
databases;

1 Thelist of databases was reduced where possible to minimizedhedancy of journals

andproceedings across databases.

E

Table 27 Source List

Other Journals or Conference
Databases Proceedings(not covered by Additional Sources
databases)
IEEEXxplore Empirical Software Engineering Reference lists from primary
INSPEC T An International Journal studies and other review articles
ACM Digital Library | Requirement Engineering Books
SCIRUS (Elsevier) | Journal SEI technical report website
Google Scholar
PsychINFO
(EBSCO)
Science Citation
Index

Based on the criteria for selecting database sources (defined earlier in this section), an initial
list of sources was created. A software engineering expert and a cognitive psychology expert
examinedthis list. As a result, two databases and one journal were added to the list. The final
source list is shown ifiable2.

To search these databases, a set of search strings was created for each research question
based on keywas extracted from the research questiansaugmented with synonymslable
3 shows the search strings used for each research quéstexidition, some key journals and
conferences were searched directly to ensure that all relevant literature was found.

In developing the keyword stigs touse when searching the source databases, the following
principles were applied:

1 The nmajor termswere extractedrom the review questiorend augmented with othegrms
known to be relevartb the researgh

1 A list of meaningful synonyms, abbreviations, and alternate spelvagsthen generated
This list also includederms identified via consultatiowith the librarianand additional
terms from paperthat were known to be relevant;

1 The following global search stgrnwas constructed containing all of the relevant keywords
and their synonyms:
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((software OR developmentOR application OR product OR project) AND
(quality OR condition OR characterOR property OR attribute OR aspect)AND
(improvemenOR enhancemen®R advancemenOR upgradingOR ameliorate
OR betterment) AND (approach OR processOR systemOR technique OR
methodologyOR procedureOR mechanismOR plan OR pattern) AND (error
OR mistakeOR problem OR reasonOR fault OR defectOR imperfectionOR
flaw OR lapseOR slip OR err) AND (requiremenOR specification)AND (phase
OR stageOR situation OR division OR period OR episodeOR part OR stateOR
facet) AND (taxonomyOR classification OR categorizationOR grouping OR
organization OR terminology OR systematizationAND (humanOR cognitive
OR individual OR psychological)AND (abstractionOR root causeOR cause)
AND (inspectionOR assessmerndR evaluationOR examinationOR review OR
measurementAND (contribution OR significanceOR assistancé€R benefitOR
supplementpND (human cognitiorOR psychologyOR failure management))

Using this global search string, seven different search strings (each one with its own purpose)
were derived and executed on each database. These strings are expldialei@ shwith the
following attributes:String # - identification; high level search string the high level set of
keywords used to derive the strirdgtailed search string the more detailed set of keywords
used to derive the string (this string wasstomized for each database search options to generate
best results)review question maps to the primary research questiomstposei why the
search string was included.
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String # | High Level Search Detailed Search String Review Purpose
String Question

1 Software Quality ((software OR development OR application OR product OR profédb) (quality OR| Q1 To determine if there are any quality
Improvement condition OR character OR property OR attribute OR asp&blD) (improvement OR| improvement approae€ls that make use o
Approach enhancement OR advancement OR upgrading OR ameliorate OR betteANDt error information

(approach OR process OR system OR technique OR methodology OR proced
mechanism OR plan OR pattern))

2 Requirement Stage | ((requirement OR specificatio®ND (phase OR stage OR situation OR division { Q2 To locatetypes of requirement errors
Errors period OR episode OR part OR state OR faé®p (error OR mistake OR probler

OR reason OR fault OR defect OR imperfection GRfOR lapse OR slip OR err))

3 Software ((software OR development OR application OR product OR profedi) (error OR| Q2 To find anyexistingerror taxonories, ando
Error/Fault/Defect mistake OR problem OR reason OR fault OR defect OR imperfectiorfla®ROR abstract errors froraxistingfault taxonomies
Taxonomy lapse OR slip OR errfAND (taxonomy OR classification OR categorization ( thatare relevanto requiremergt

grouping OR organization OR terminology OR systematization))

4 Software Inspection | ((software OR development OR application OR product OR profddD) (inspection| Q1 To determine if there are aninspection

Methods OR assessment OR evaluation OR examination OR review OR measur&iNént method that focus on error information
(approach OR process OR system OR technique OR nadtgydOR procedure OF (specifically inrequirement specificatiops
mechanism OR plan OR pattern))

5 Human Error ((human OR cognitive OR individual OR psyd¢bgical) AND (error OR mistake OF Q3 To review the liteature abouthuman errors
Classification problem OR reason OR fault OR defect OR imperfection OR flaw OR lapse O} andtheir classificationgo identify errors that

OR err) AND (taxonomy OR classification OR categorization OR grouping can occur atherequirement stage
organization OR terminology OR systematization)).

6 Contribution from ((contribution OR significance OR benefit OR supplement OR assistahd® | Q3 To reviewadditionalliterature abouthuman
Diverse Research | (human cognition OR psychologND (software development). errors
fields to Software
Development

7 Error Abstraction (error OR mistake OR problem OR reason OR fault OR defect OR imperfectio] Q1 To upplemensearch String 1

OR Root Causes

flaw OR lapse OR slip OR grAND (abstraction OR root cause OR cause))
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Performing the searché&®m Table3 on the databases Trable2 resultedin an extensive list
of potential papers thatould be included in the review. To ensure that only the most relevant
papers were included, a set of detailed inclusion and exclusion criteria was de&hks).

Table 4- Inclusion and Exclusion Criteria

Inclusion Criteri a Exclusion Criteria
1 Papersthat talk about erroramistakes ol § Papers that are basemhly on expert
problems in the software developmer opinion
process and req@mensin particular 1 Short papers, introductisnto special
1 Papers about quality improvement issuestutorials andmini-tracks
approachescluding inspection technique § Studies not related to any of the resea
1 Papers about error fault, or defect guestiors
classificationsespecially forequiremerg | § Preliminary conference versions
1 Papers fromdiverse research fields ¢ included journal papers
human cognition, psychayy that talk| 1 Studies presented in language other t
about human errors and their classificati¢ ~ English
1 Empirical  studies (qualitative  q f Studies whose findings are unclear ¢
quantitative) ambiguous
1 Other papersthat direcly address the
research questions

Using these criteria, the results of the database searchegxenined to arrive at the final
list of papers. The process followed for paring down the search results was:
1. Use thditle to eliminate any papers clearly not related to the research focus
2. Use theabstractand keywordsto exclude additional papers natlated to the research
focus
3. Read the remaining papers and eliminate any that are not related to the research
guestions
This processes resulted in a list of papers to include in the systematic review. Appendix A
provides a summary of each of the in@ddgapers.

After using the inclusion and exclusion criterion to select relevant papers, a quality assessment
was performed on those papers. This quality assessment was another check on the quality of the
set of papers that resulted from the initial sea@bality assessment was done in accordance to
CRD guidelines as cited by Kitchenham et al; iea¢ch study was assessed for bias, internal
validity and external validity of the resulfg7]. First, the study described in each paper was
classified as either an experiment or an observational study based on the guidelines. For each
experiment and observational studyset of questions (quality criterion) was used to evaluate the
quality of the study (sed@able 5). The questions focus on study design, bias, validity, and
generalizability of the results.
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Table 5 - Paper Quality Assessment

Questions Experimental Studies Observational Studies

1 Does the evidence support et Do the observations support the
findings? conclusions or arguments?

5 Does study identify and try t Does study uses methods to
minimize biases? minimize biases?

3 Does the study mention internal a Were different interventin
external validity threats? described accurately?

4 Was the analysis appropriate? Are comparisons clear and valid?

5 Can the study results be generalize( Can the study results be generalize

6 Can this study be replicated? Can this study be replicated?

Our search returned over 25,0@al papers, which were narrowed down to 7838 papers
based on their titles, and 482 papers based on their abstracts and keywords. Then, these 482
papers were read to select a final list of 149 papers using the inclusion and exclusion criterion
(Table 4. Of these 149 papers, 108 are published in thirteen leading journals and six conferences
in software engineering, and 41 are published in nine psychology journals. The distribution of
the selected papers is shownTiable 6 including the number of paper®in each source along
with the percentage of the overall total.

Using the quality assessmentl]| af the identified papers identified were of higjuality,
providing additional confidence in theverall quality of theset of selecteghapersIn addition,
all of the relevant papers that the authors were aware of prior to the EEar@3, 25, 27, 51,

53, 67] (i.e., papers that were identified during the background investigation and before
commencing the systematieview) were located by the search process during the systematic
review, anindication of the completeness of the seaklso, all of the relevant papers from the
reference lists of papers identified during the search were found independently by the sear
process. Contrary to our expectatiofi@ble 6 shows that only a small number of papers
appeared in thdournal of Software Testing, Verification, and Reliahjlity the International
Requirements Engineering Conferenemd in theSoftware Quality Jounal. Because these
journals seemed like they should have a larger number of relevant papers, we wanted to ensure
there was not a problem with the database being used, so we searched these two journals again,
but no additional relevant material was fouRdrthermore, in some cases a preliminary version

of a paper was published in a leading conference with a more complete journal paper following.
In this case, only the journal paper was included, therefore the numbers from some conferences
are lower than eected inTable 6(e.g. some preliminary work by Sutcliff, et. al, on the impact

of human error on system requirements was publishedniernational Conference on
Requirements Engineeringut is not included in the review because of a later journalorersi
published in theénternational Journal of Humaomputer Interactioifi78]

1C
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Source Count %
IEEE Computer 19 12.8%
Journal of System and Software 13 8.7%
Journal of Accident Analysis and Prevention 11 7.4%
ACM Transactions on Software Engineering 11 74%
Communications of the ACM 8 54%
IBM Systems Journal 8 54%
IEEE Transaction in Software Engineering 8 5.6%
ACM Transactions on Computétuman Interaction 6 4%
Applied Psychology: An International Review 6 4%
SEI Technical Report Website 5 3.4%
Journal of Information and Software Techogy 5 3.4%
| EEE I nt ol Symposium on Softwa 4 2.7%
Journal of Ergonomics 4 2.7%
IEEE Trans. on Systems, Man, and Cybernetics (A): Systems & Huif 4 2.7%
IEEE International Symposium on Empirical Software Engineering 4 2.7%
Requirements Engineering Journal 4 2.7%
International Conference on Software Engineering 3 2%
Journal of Computers in Human Behavior 3 2%
Empirical Software Engineeringn International Journal 3 2%
The International Journal on Aviation Psychology 2 1.3%
IEEE Annual Human Factors Meeting 2 1.3%
International Journal of HumaBomputer Interaction 2 1.3%
Software Process: Improvement and Practice 2 1.3%
Journal of Software Testing, Verification and Reliability 1 0.6%
Journal of Reliability Engineeringnd System Safety 1 0.6%
IEEE International Software Metrics Symposium 1 0.6%
Journal of Information and Management 1 0.6%
Software Quality Journal 1 0.6%
High Consequence System Surety Conference 1 0.6%
Crosstalk: The Journal of Defense Software Begiing 1 0.6%
Journal of IEEE Computer and Control Engineering 1 0.6%
Total 149 100%

3.3 Data Extraction

To ensure consistent and accurate information extraction from the papers, data extraction
forms were created and reviewed during the kbgveent of the study protocol. The data

11
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extraction forms were used to collect the information needed to address the review questions.
Due to the different foci of the review questions multiple data extraction forms were created.
One form was created thairdained informatiomommon to alkesearch questions and extracted
from all papersTable 1). Additional forms were created to extract information specific to each
search string only from papers that were related to that search Stahbp (1. One ofthe

authors reviewed all of the papers and extracted the information using the data extraction forms.
As done in other systematic review, the other author reviewed a sampling of the papers and also
extracted information using the data extraction fofiiid. The results of the two authors were
compared to ensure there were no significant idiffees. The two authors consistently extracted
information from the small sample, and therefore determined that the second author did not need
to also review all of the papeiBable 11andTable 12are providedn Appendix B.

3.4 Data Synthesis

The data sythmesis focused on collating and summarizing the data extracted from the papers
to address the research questions from Seétibthat cover: quality improvement approaches,
requirement errors, multidisciplinaryeview, inspection methods and erfault-defect
taxonomies. A summary of the results for each research focus is provided in its own table in
Appendix C. The following subsections describe the characteristics of each table including the
search strings esl, the research questions addressed, and the relevance to the research goals.

3.4.1 Software Quality Improvement Approachdsble 13

This table describes techniques, methods, or processes that can improve software quality.
Software quality improvement is werbroad, so this search focused on those quality
improvement approaches that used error information. The goal of this search was to locate
quality improvement approaches that use error information and record any information about
specific software error3.his search used search strings 1 and 7 (as shovabie3 ) to address
research question Table 13describes the quality improvement approaches located that use
error information. Each quality improvement apgeh is characterized by: authors, name of the
approach, main characteristics, error focus, limitations, relevance, and the list of related
references.

3.4.2 Software Requirement Errordble 14

This table describes errors, problems, or mistakes that can atceequirements stage of the
software process. This search used search string# 2 and 3 (as siiatfei8) and focused on
research question 2. The search was very effective in gathering a lot of informatinreabrs
and mistakes that can occur during development of the requirements specification, and other root
causes of faults traceable to requirements sfbgigle 14summarizes the results characterizing
each source by: authors, a description of the sttty highlevel error types, and the kinds of
reqguirement errors emphasized, the studybs r
search also located studies describing errors that can occur at other stages of software process
(using search strg 3). These studies (especially those about design and coding errors) are also
included inTable 14because they were used to augment requirement error information.

12
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3.4.3 Review of Literature from Other Domainggble 15

An exhaustive review of human erroasd error classifications in the fields of human
cognition and psychology was conducted to understand human errors & fallibilities, to gather
information about different human errors and to determine whether those errors can occur during
requirement stagéhis search used search strings 5 and 6 (as shoWaie 3) and focused on
research question 3able 15presents the human error results characterized by: author, name of
the classification, description of tlegror classification, and the list of related references. The
errors in each of these classifications were analyzed to determine not only which could occur at
the requirement stage but also the types of faults that could result. This search was also quite
effective in terms of the number of relevant studies found. Furthermore, human cognition
research has focused on understanding human errors. Surveys of human error classifications
have been published. These surveys on human error classifications praafieleshaes for
relevant classifications. The details of these classifications are providetls 15

3.4.4 Software Inspection Techniquekaple 16

The goal of this search was to analyze different software inspection methods to determine if
any used erromiformation. This search used search string 4 (as showahte 3) and focused
on research question Table 16gives the summary of the results that provided a lot of
information about different inspection methpdscluding some existing surveys of inspection
literature. The inspections techniques are characterized by: author, name of the technique,
application context, a description, its error focus (e.g. does the technique focus on errors?), and
the list of reléed references.

3.4.5 Error-FaultDefect Taxonomieslable 17

The goal of this search was to gather information about requirements defects to search for
patterns and allow the causes of defects to be abstracted to the underlying errors. This search
used seattstring 3 (as shown imable 3). The results, shown ifable 17summarize the fault
classifications that were analyzed. The information of errors abstracted from these faults was
also used to augment the requiremseerror information. Each classification is characterized in
by: author, classification name, application context, description and the list of related references.

4. Reporting the Review
Question 1:Is there any evidence that using error information carrgwe software quality?

A review of the literature did indicate that using error information during software
inspections can improve quality. Knowledge of the source of faults is useful for software
process improvement in rewne, defect prevention, qugl management, learning, and
packaging experiences. The approaches that emphasize the use of error information typically do
not provide any formal process to assist developers in finding and fixing errors. In fact, only the
approach by Lanubile, et al.rqwided any systematic way to use error information to improve
the quality of a requirements documébl]. While each approach has some positive aspects,
they also have limitations as discussed in the answers to Questions 1.1 and 1.2. A total of thirteen
papers were used to address thisstion and its related sgjnestions.

13
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Question 1.1 Are there any processes or methods reported in literature that use error
information to improve software quality?

The review identified nine methods that stress the use of error information. Whaftetiy,

none of these methods provide detailed guidance to a developer. The strengths and limitations of
each method are summarized below.

T

The defect causal analysiepproach is a teatmased quality improvement technique used to
analyze previous faulte determine their cause (the error) and prevent future @310}

The main limitations of this method are its extensiveutientation requirement, its need for
experienced developers, and its reliance on a sampling of the faults, potentially overlooking
some errors. Also, the error categorization is too generic and appears to be incomplete.

The defect causal analysis (usingpeerts) approach accumulates expert knowledge to
substitute for an Hdepth, pefobject defect causal analysis. The goal is to identify the causes
of faults found during normal development, late in the development cycle and after
deploymen{45]. The main limitations to this approach are its reliance on expert knowledge
rather tha actual fault data and the extensive meeting requirement for the experts to analyze
probable causes.

The defect prevention processes causal analysis to determine the source of a fault and to
suggest preventive actions. However, past experience wittalcanalysis reveals that it is

cost intensive, people intensive and useful for analyzing only a small sample of581lts
Therefoe, it is a partial feedback mechanism that does not consider all fB&ijts/NVhile,

this approach identifies a few error categories, they also appear to be too general and
incomplete.

The software bug analysiprocess identifies the source of bugs (faults). It also contains
countermeasures (with implementation guidance) for preventing [®js Rather than
focusing on requirements faults, this analysis focuses on faults from late in the life cycle, and
it does not represent all errors.

Theroot cause analysimethod helps developers determine the actual causes of a fault (the
error) [53]. The main limitations to this approach are that it requires a lot of time, training,
and eyertise, and a large number of actions. Also, because each fault is analyzed
individually, this approach is not very effective for analyzing large collections of faults. An
efficient method is needed for analyzing the cause(s) of group of related faults.

The error abstraction procesanalyzes groups of related faults to determine their cause (i.e.
the error). This error information is then used to find other related faults in a software artifact
[51]. The main limitation to this approach is the lack of an error taxonomy to guide the
inspector. Rather, it relies heavily on the creativity of the inspector in identifying errors.
Thedefect based software process improvemaeatyzes faults through attribute focusing to
provide insight into their potential causes and makes suggestionsrinatlpaa team adjust

their process in real tim{@3, 57] The main limitationd this process is that it analyzes faults
late in the lifecycle (e.g., design and code). Another limitation is that the written description
that is required for analyzing a fault cannot be processed by attribute focusing.

The goaloriented process improwgent methodology also uses defect causal analysis for
tailoring the software process to address specific project goals in a specific envirpriment
This approach does describe some errors that occur in the human thought process, but its
main limitations include process feedback problems (i.e., it can only detect process
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inadequacy not reveal the actuzduse), overeliance on historical data, and difficulty
detecting faults that are unique to the current project.
1 Total quality managemeid a philosophy for achieving lorigrm success by linking quality
with customer satisfaction. Key elements of tiphkilosophy include total customer
satisfaction, continuous process improvement, a focus on the human side of quality, and
continuous improvement for all quality parameters. It involves identifying and evaluating
various probable causes (errors) and tgdtie effects of change before makinfg#]. This
approach is based on tlefect prevention pra@ss(descibed earlier)andit has the same
limitations
Even though each approach individually has some benefits and limitations, many of them do
identify some important types of errors. This information about requirement errors and other
process errorserved as an input to the analysis@urestion 4

Table7 1 Limitations of Existing Quality Improvement Approaches
Focus on faults rather than errors
Inability to counteract the errors at their origin and uncover all faults
Lack of methods to help developers learn from mistakes and gain insights into me
problem areas
Inability of defect taxonomies to satisfy certain attributes e.g., simplicity,
comprehensiveness, exclusiveness, and intuitiveness
Lack of a process to help developers identify and classify errors
Lack of a complete verification process

Question 1.2:Do any of these processes address the limitations and gaps identiSection 2
of this paper?

The quality improvement approaches discussefeictionsl and2 have limitations in their
ability to ensure software quality as listedTiable 7 The processes describeddunestion 1.-do
not fully address theslimitations. While some of them do focus on errors rather than just faults
(addressing one of the limitations), they each suffer from other limitations, preventing them from
being a complete solution. The processes use different types of causal ametysisls to
develop error categories. Because the resulting error categories are incomplete, they leave gaps
in the errors and related faults that the developers are guided towarddef€be prevention
processaddresses the limitation that developers dblearn from their mistakes; unfortunately,
it uses only a partial feedback mechanism that does not identify all of the faults. The inability of
the existing methods to overcome these limitations motivates the need for the development of
additional approehes.
Question 2:What types of requirement errors have been identified in the software engineering
literature?

The identification of requirement errors will support future research into software quality. To
obtain an initial list of errors, the softwaraegeeering literature was reviewed to extract any
errors already described by other researchers. This research question is addressed in detail by the
research questions 2.1 and 2.2. A total of fifty five papers were analyzed to identify the types of
requirment errors in software engineering literature. Out of them, thirty one were used to
address question 2.1 and twenty four were used to address question 2.2.
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Question 2.1Whattypes oferrors can occuduring the requirement stage?

The review uncovere@ number ofcandidates forequirement errorsTable 8lists the
sources of potential requirement errors along with the relevant references.

Table81 Soures used to Identify Requirement Errors in the Literature

Sources of Errors References
Root causes, cause categories, bug causes,-tmiiatauses [15, 23, 40, 45, 58, 59
Requirement engineering problem classification [12, 20, 41, 75, 79, 80

Empirical studies on root causes of troubled projects or errors [6, 74]
Causes of requirement traceability and requirement inconsist: [6, 28, 32, 63, 69]

Domain knowledge problems [63]

Management problems [28]

Situation Awareness / Decision making errors [32]

Team errors [69]

Influencing factors in req. stage and software development  [11, 26, 77, 90]

Other [38, 54, 55, 77, 85, 90

Question 2.2:What errorscan occur inother phases of the software lifecypi®cessthat are
related to errorghat can occur during the requirements phHase

In addition to the errors found specifically in the requirements phase, the review also

uncoverecderrorsthat occur during the design and coding phases. Some of those erratsccan
occurduring therequiremats phase, including:
1 Missing Information Miscommunication between designersdifferent teams lack of

domain system or environmentaknowledge or misunderstandings caused by working
simultaneously with several different software systems and dorfi&ing0]

Slips in system desigMisunderstanding of the current situation while forming a goal
(resulting in an inappropriatehoice of actions), insufficient specification of actions to
follow for achieving goal (resulting in failure to complete the chose actions), using an
analogy to derive a sequence of actions from another similar situation (resulting in the
choice of a segence of actions that is different from what was intended), or the sequence
of actions is forgotten because of an interrupfii) 62]

System programsTechnological, organizational, historical, individual other causes
[30].

Cognitive breakdown Inattention, over attentiongchoosing thewrong plan due to
information overload, wrong action, incorrect model of problem spask,complexity,

or inappropriate level of detail in the task specifica{i4®, 50]

In addition to identifying requirement errors directly from the literature, this review also

identified a list of faults that could be traced back to their underlying Bré&r, 13, 14, 25, 36,
43, 66, 68, 7Q]Theseerrors wereadded to the list of errors that served as inpuuestion 4
Examples of the errors include:
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1 Misunderstanding or mistakes in resolving conflicts (e.g., there are unresolved
requirements oincorrectrequirementghat wereagreed on by all parties)

T Lack of participation of all stakeholders in the requirements process;

T Mistakes or misunderstandings in mapping inpatsutputs, input spad® processesyr
processs tooutput and

T Unresolved issuesboutcomplex system interfaces unanticipated dependencies.

Question 3:1s there any researclirom human cognition or psychology that camopose
requiremengerror s?

To address the fact that requirements engineering is a Rbasaa activity and prone to
erors, the reviewalso examinedhuman cognition and psychology literature. The contributions
of this literature to requirements errors are addressed byussdtions 3.1 and 3.2. A total of
thirty two papers addressed the use of human errors in softwareeregnts phase.

Question 3.1 Whatinformation can be found abohtiman errors andheir classification?

The major types of human errors and classificatiomgentified in human cognition and
psychologyinclude:

1T Reasonds c | mnidakeslépses,ardislipsrrors &re classified as eithmistakes
(i.e., the wrong plan is chosen to accomplish a particular fagiees(i.e., thecorrectplan is
chosen, but a portion is forgotten during executmrslips (i.e., the plan is correct and full
remembered, but during its execution something is done incorrggily)

T Rasmussendés skill, rul e and k3Skit based dligseandb a s e d
lapses are cause by mistakes while executing a task even though the correct task was chosen.
Rule and knowledge based mistakes occur due to errors in intemticinsling choosing the
wrong plan, violating a rule, or making a mistake in an unfamiliar situggicin

1T Reasonb6s gener al er r camodelmicheman errgn tesms sfingafa ( GE MS
actsthat can bententionalor unintentional. Unintentional acts include slips and lapsdsle
intentional acts include midtas and violationf57].

T Senders and Mor ay daarendobialstaxondniies, £agnitvertaxandbmieB, h e
and Deep Rooted Tendency taxonomikscription otthe how, what and why concerns of
an error, including omissions, substituins, unnecessary repetitiorexyrors based onthe
stages of human information pessing(e.g., perception, memory, attentfjprand errors
based on biasgg1].

T Swain and Guttmanos cl assi fi c ®@missom errard i nd
(something is left out), commission errors (something is done incorrestiglience errors
(something $ done out of order), or timing errors (something is done too early or too late)

[81].

i Fitts and Jones control error taxonomBased on a study of Api | ot
operating aircraft controls. The errargclude substitution(choosing the wrong control)
adjustment(moving the control to the wrong positionprgetting the control positign
unintentional activatioof the control andinability to reachthe controlin time [34].
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with the correlation between the cause difiglcts of erroneous behavif##2].

1 Galliers, MinochaandSut cl i ffeds taxonomy of influenci
environmental conditions, managemento€ganizational factors, task/domain factors, and

user/personnel qualitiescluding the slip and mistake types of errors described ed88r

f Sutcliffe and Ruagpgrétisnal dasariion, cogaitive cposal icatess,

social and organizatial causes, and design errpf8].

T Nor manos

cl assi f i:daamaftion af intertion,hactivation and triggerings
Important errorsnclude errors irclassifyinga situation errars that result from ambiguous or
incompletely specified intentionslips from faulty activation of schemaand errors due to

fault triggering[60-62, 64]

1 Human error identificdon (HEI) toot Describes th6&HERPATtool that classifies errors as

action, checking, retrieval, communicationselection72, 76}

1 Human error reduction (HERA)echnique that anatgs and describes human errors in air
the traffic control domain. HERA contain®rror taxonomies forfive cognitive domains

perception & vigilance, working memory, loftgrm memory, judgment, planning
decisionmaking, and response execut{ds, 44]

Table9 - Requirement Errors Drawn from Human Errors

Error

Description

Not understanding th
domain

Not understanding th
specific application
Poor eecution of
processes

Inadequate methods
of achieving goals
and objectives

Incorrectly translang
requirements to
written natural
language

Other human
cognition errors

Misunderstandings due to the complex nature of the saske
properties of the problem space are not fully investigated; and,
mistaken assumptions are made

Misunderstanding the order of events, the functional properties, 1
expression of end states, or goals

Mistakes in applying the requirements engineering process,
regardless of its adequacy; out of order steps; and lapses on the
of the people executing the process

Systemspecifc information was omitted leading to the selection c
the wrong technique or process; selection of a technique or proc
that, while successful on other projects, has not been fully
investigated or understood in the current situation

Lapses in organizing requirements; omission of necessary
verification at critical points during the execution of an action;
repetition of verification leading to the repetition or omission of st

Mistakes caused by adverse mental states, loss of situation
awareness, lack of motivation, or task saturation; Mistakes cause
environmental conditions
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Question 3.2:Which of thehumanerrors identified in Question 3.1 cahave corresponding
errors in software requirements?

Those errors that were relevant to requirements were included initial list of errors that
served as input tQuestion4 to make itmore comprehensivéeexamples ofthe translation of
these errors into requirements errors are fourichlyie 9

Question 4:How cantheerrors begroupedinto a requirement error clasfication taxonomy?

Some of the errors were identified in more than one of bodies literature surveyed: quality
improvement approaches, requirement errors, other software errors, and human errors. The errors
described in the answers to Questiors Were ctlected, analyzed and combined into an initial
Requirement Error Taxonomy with the objective of making the taxonomy simple and easy to use
yet comprehensive enough to be effective. The details of the Requirement Error Taxonomy are
discussed in Sectich

5. REQUIREMENT ERROR TAXONOMY

We classified the errors into a taxonomy to provide guidance for future error detection
research with the intent of addressing limitations in the existing quality improvement
approacks. The errors identified from software engineering and psychology fields were
collected, analyzed for similarities, and grouped together into the taxonomy. Errors from both
software engineering and psychology that had similar characteristics (symptoragjraeped
together to aid in a more thorough ability to check for related errors, when one error is found.

Figure 27 Requirement Error Taxonomy
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