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Abstract. As the rst part of a Analyze-Visualize-Validate cycle, we
have initiated a domain analysis of email computer forensics to deter-
mine where visualization may be bene cial. To this end, we wo rked with
police detectives and other forensics professionals. Howeer, the process
of designing and executing such a study with real-world experts has been
a non-trivial task. This paper presents our e orts in this ar ea and the
lessons learned as guidance for other practitioners.

1 Introduction

While violent crimes such as armed robbery and murder are degeasing in the
U.S., computer crime is growing world-wide [1{3]. The growh of the Internet has
contributed to an increase in cyber crimes such as child porography, gambling,
money laundering, nancial scams, extortion, and sabotagg3{5]. Besides their
using a computer in the commission of a crime, computer crirmals share another
similarity: The chances of their being caught and successfly prosecuted are
relatively small [1]. In one example, a sheri 's department investigator working
exclusively on computer crimes full-time for ve years madeonly ve arrests,
none of which led to convictions [6]. Thus, tools to assist cmputer forensics
practitioners are becoming increasingly important.

Several commercial and open-source tools exist to assistrénsic detectives.
While these systems automate some tasks and facilitate othis, we believe there
is room for visualization to be of assistance. Initial e orts have been made in
this area [7]. However, the work process of computer forensidetectives and the
interaction with their tools has not been thoroughly studied; we do not want
to use visualization to solve problems which are irrelevantor done better by
existing tools. We have therefore initiated a domain analyss of computer forensic
personnel before creating any visualization. In this paperwe discuss the iterative
process we went through when working with these experts, som preliminary
results, and the lessons learned from this e ort. We hope ths contribution will
serve as a case study for future e orts in security visualizéion in a similar vein
to other e orts in visualization and software engineering [8, 9].



2 Case Study: Webmail Forensics Domain Analysis

Computer crime takes on many forms; a study of forensic analsis of all such
crimes is beyond our scope. Thus, we focused on one aspect ohtuter foren-
sics: Webmail and Internet history analysis in fraud casesThe ability to generate
numerous web email accounts and the di culty of putting toge ther a coherent
timeline of webmail usage motivated our investigation. In adition, nding cor-
roborating evidence from other les on a hard drive (e.g., nancial records) was
of interest. Existing forensic tools such as the Forensics dolkit [10] and the Au-
topsy Forensic Browser [11,12] provide interfaces to sedncles and unallocated
sectors for relevant information, but do not necessarily povide guidance on what
to search or how best to nd evidence. The e ectiveness of thee tools is thus
highly practitioner dependent. Therefore, we studied the work ow of such users
at di erent levels of expertise to discover how visualization could be of bene t.

2.1 Study Protocol and Design

Our study's design evolved over several iterations as we igracted with our
experts, although the eventual visualization goal was kept xed. We initially
considered a full verbal think-aloud protocol design [13,4]. Such analysis is one
in which the recorded, verbalized thoughts of subjects are oken into the small-
est information-bearing segments and coded categoricallye.g., Search, Navi-
gate). These coded segments can then be examined for frequgmnof individual
coding types, for recurring segments of coding types, and fatracking the evo-
lution of the subjects' cognitions over the course of the tak. Most importantly,
by connecting the time stamp of coded segments to the speci subtasks be-
ing performed during that period, these same connections ¢abe drawn on a
subtask-by-subtask basis. Unfortunately, this process nbonly requires a great
deal of time and e ort to perform, but generally produces an dmost toxic level
of data. Also, it is the most complex and data-rich analysis nethod available to
examine this particular task. As the exact relationship between the data gath-
ered on the subject-side and the changes made on the visuadition-side has yet
to be established, this method was deemed excessive for antial study.

For our expert trails, we settled on a more open-ended conteaxal task anal-
ysis utilizing a greater range of data souces. During a contdual task analysis,
the goal is to observe users within their normal work context as opposed to
an arti cial setting such as a laboratory [15{17]. For this purpose, a laptop
with the forensics software (Autopsy), test cases, and obseational software
(screen/mouse capture and a web camera) was provided to subgts (Figure 1
left.). Subjects were instructed to \do what they do normally," and were pro-
vided (unobtrusively) with a notepad and pen with which to ta ke notes, should
they desire. There was also an embedded note-taking systemithin the analysis
suite used. These two note-taking sources were intended afe primary source
of data, and were to be analyzed in a fashion similar to the veval protocols
described above, though at a higher (and less cognitively eoplete) level. The
screen/mouse capture and audio/video data provided by the &ptop were used
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Fig. 1. Experimental setup for our task analysis. Left: Experimental rig. A version of

Autopsy [11] modi ed for capturing user events was the foren sic software used.Right:
Analysis tool we developed to process expert trials. Webcam input is in the upper-left,

screen capture video in the upper right, mouse events on the lower left, and observer
notes and analysis on the lower right.

to complement these notes. The screen/mouse capture data wgaintended to be
examined for instances where activity indicated confusion or where recurring
patterns of input required an excessive amount of movementni terms of screen
distance. The video and audio data were intended to be examid to inform

the design of our subsequent visualizations; we use a custodeveloped analysis
framework that syncs the video, screen capture, and mouse ewnt display for this

purpose (Figure 1 right).

While we wished to observe experts analyzing real cases, tHegal and time
concerns involved, especially for ongoing criminal invesgjations, forced us to cre-
ate test datasets. Based upon our discussion with our in-hoge forensics instruc-
tor (who also assists o cers in real cases), we created two wamail fraud cases
that mimicked attributes of similar cases. We interjected fraud related emails
into email streams collected from active mailing list trac to which our test
accounts were subscribed, and intermixed web-page viewsleged to the fraud
with visits to high tra ¢ sites such as Google, Yahoo!, and Wikipedia. The rest
of the hard drive images contained a standard Windows XP inséllation. Both
our test datasets were used in the task analysis as describetxt.

2.2 Study Execution

Once the task analysis study was designed, we set about sdting subjects.
Initially, detectives taking courses at the Mississippi State Forensics Training
Center were considered; however, most did not possess su ent knowledge to
provide any meaningful \expert" data. Consequently, we solcited known foren-
sics detectives throughout the state of Mississippi and ngjhboring areas through
email and phone calls. This recruitment process was lengthyrequiring on av-



erage 30 conversations per subject over a month's time to eablish a date for
observation.

Over the Spring 2008 semester, ve experts were recruited,hree of which
completed the study. For each subject, a similar process wa®llowed: The intent
of the study was described, the structure of the study (e.g.the purpose of the
rig, the advise to take notes, etc.) was discussed, basic dats of the cases were
given, consent forms were provided, and then the study itsélwas performed. Of
the ve recruited, two subjects refused to sign the consent &rm and thus were
excluded from the study; their reasons for refusal are discssed in Section 3.
Each study was conducted at the o cer's place of work, either a police station
or a prison. Subjects were observed for up to two hours or untithey felt that
had made as much progress they could on the two cases. O cers ave thanked
for their time, and then the anonymized data was processed foinitial analysis.

2.3 Study Post Mortem

Several observations from our subject data can be made. Fitssubjects did
not make extensive use of the note taking capability of the foensics software
or use the provided note paper regardless of expertise leveThis frustrated
our e orts to perform coding based upon these notes, leavingpnly the audio,
video, and logging data. Second, the audio and video streamare quite noisy,
possessing multiple interruptions of the task and non-taskrelated questions by
the experts. While useful information was mined from these seams, it was
more labor intensive than initially planned. Data from logging proved more rich,
and we have begun to code sequences of events using our anay®olli.e,
identifying sequences of mouse clicks that correspond to aech activity. Metrics
such as click counts per subtask will be used to identify ares where the task
performance could be improved and serve as candidates forsualization. Initial
results indicate the searching for terms and their relatiorships across documents
are possible areas of improvement; formal and rigorous re#ts from this analysis
are beyond the scope of this paper.

3 Lessons Learned

In addition to the preliminary results, we analyzed the process of performing the
study. Given the length of time taken to elicit our three completed expert trials,
we felt improvements could be made. Herein, we present the $sons we learned
from this e ort.

Keep the Goal in Mind  The goal of our study is to observe how visual-
ization may improve forensics. At several stages of our degn, this eventual goal
changed the nature of the study. As discussed, we initially onsidered a more
thorough and intensive verbal analysis protocol. While this would be appropri-
ate in the context of cognitive science, where the the low-leel details of how a
subject thinks is vital, more lightweight methods are su ci ent for our purposes.



In addition, screen and mouse capture was added as some meisi for deter-
mining the complexity of a task cannot be measured without seh logs. These
metrics can then be compared to the same tasks performed usinour eventual
visualization solutions.

Working with Experts is Time Consuming While user studies in visu-
alization are generally time consuming [9], expert populaions require signi cant
additional e ort. Student populations for university-bas ed studies are quite large,
especially where Psychology programs provide subject paohs part of their cur-
riculum. Experts, however, have to contend with their normal work assignments,
which prolongs the process of recruitment and observationOur forensic experts
perform other tasks in addition to their forensic duties, canplicating matters.
Persistent e ort (over 50 emails and phone calls were requied for one sub-
ject, with 30 on average) is required. These factors confouhthe recruitment of
experts, as demonstrated by the recruitment of software préessionals for case
studies [18]. We estimate that it took us two to three times longer to perform
our initial study than it would have if we used only local, non-expert subjects.

Go to the Experts Though we had signi cant di cultly establishing con-
tact with subjects, going to the experts provided valuable. First, it strengthens
the relationship with the expert as it shows our willingnessto work with them.
Second, observations about the expert's work environmentguch as the distrac-
tions during the study) are pertinent to understanding the user. These observa-
tions can then be used when creating pro les of the experts folater work, such
as using created personas for initial evaluation [19].

Clearly Communicate Expectations While this is good advice for any
study, it is doubly important for experts. Our experts had no experience with
human subject studies, so the goals and procedures were updr to each. Part
of the reason recruitment was protracted was due to anxiety ger the nature of
the activity. One participant was concerned that the work would be used as part
of their job performance evaluation (a false impression); aother was unfamiliar
with webmail cases, having dealt primarily with child pornography. With our
later subjects, we were more clear with our expectations, amh, as a result, the
study went smoother.

Provide Consent Forms Early Though this ties in with the previous les-
son, it deserves special mention. Though we communicated tall our potential
subjects that they would be recorded and their interactionswith the software
logged, two of our recruited experts declined to participae when the consent
forms for the study were presented|this was after a 100 mile drive to meet
them. As a consent form is a binding agreement between the irestigators and
the experts, care must be taken in explaining the factors inwelved. In the case
of the withdrawn experts, the consent form was rejected due @ concerns about
the study's data being subpoenaed at a later date as evidenaaf the expert's po-
tential lack of pro ciency; as required by Mississippi State Institutional Review
Board policy (and stated on the consent form), this data would have to turned
over in such a circumstance. If we had provided the consent fon during our



initial contact with the experts, this issue would have beendiscovered sooner
and other measures taken.

Be Prepared to Develop Your own Tools... During the design phase
of our task study, we searched for software to assist in codgp and analyzing
the coded results. Our results were disappointing, and we fand no o -the-shelf
software that would t our needs. After queries to our empirical software engi-
neering and cognitive science colleagues, we concluded thanost such studies
were typically conducted via spreadsheet software and lahbointensive manual
collating and coding. For our more lightweight approach (video, audio, and log-
ging), we did not nd any tools that made the analysis straightforward either.
Thus, we ended up creating our own software for coordinatinghe video, audio,
and logging events and for aggregating said events (Figure fight). In addition,
we used several open source programs to assist in gatheringet data in the rst
place, though some commercial software exists for this purpse.

...But use the Tools the Experts Use An early decision of our group was
to use the open source Autopsy software as our computer forsits platform; be-
ing open source, we could modify it to gather the logging datawe required
more readily than proprietary software. However, this proved to be a signi cant
stumbling block with our experts, as they were in large familar with the Foren-
sic Toolkit (FTK). The lack of comfort with Autopsy uniforml y caused extra
training to be required before the experts could perform thestudy. For further
iterations of our study, we plan to use FTK and have already instrumented it
for this purpose.

4 Summary

Working with experts is required when an accurate understaling of their work
practices is needed. We performed such a domain analysis toetermine where
visualization may bene t computer forensic practitioners. This study faced sev-
eral unexpected hurdles which we have described as guidedia for visualization
researchers interested in doing similar studies.

Though there were signi cant di culties, working with expe rts was worth
the e ort. Our data has provided us with some initial avenues to pursue for
visualization, and, more importantly, given us a better picture of how computer
forensics is actually performed. We are currently redesigimg our study to incor-
porate the atomic tasks we have identi ed such that novice ugrs (i.e., university
students) can perform them; this new design is informed by ouinteraction with
our experts. Finally, our pool of experts will be utilized to validate our visualiza-
tion designs when they are complete. Such validation would pve more di cult
without the groundwork of our initial study.
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