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Abstract. Fault tolerance in parallel systems has traditionally been achieved through a combination of redundancy and checkpointing
methods. This notion has also been extended to message-passing systems with user-transparent process checkpointing and message logging.
Furthermore, studies of multiple types of rollback and recovery have been reported in literature, ranging from communication-induced
checkpointing to pessimistic and synchronous solutions. However, many of these solutions incorporate high overhead because of their
inability to utilize application level information.

This paper describes the design and implementation of MPI/FT, a high-performance MPI-1.2 implementation enhanced with low-
overhead functionality to detect and recover from process failures. The strategy behind MPI/FT is that fault tolerance in message-passing
middleware can be optimized based on an application’s execution model derived from its communication topology and parallel program-
ming semantics. MPI/FT exploits the specific characteristics of two parallel application execution models in order to optimize performance.
MPU/FT also introduces the self-checking thread that monitors the functioning of the middleware itself. User aware checkpointing and
user-assisted recovery are compatible with MPI/FT and complement the techniques used here.

This paper offers a classification of MPI applications for fault tolerant MPI purposes and MPI/FT implementation discussed here provides
different middleware versions specifically tailored to each of the two models studied in detail. The interplay of various parameters affecting
the cost of fault tolerance is investigated. Experimental results demonstrate that the approach used to design and implement MPI/FT results
in a low-overhead MPI-based fault tolerant communication middleware implementation.
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1. Introduction domains (e.g., scientific computing, visualization, and bioin-
formatics) [2,5,16,23].

With the increasing popularity of clusters and MPI applica-
tions, the issue of reliability at the middleware and application
layers has recently gained prominence. Clusters inherently
increase the availability at hardware level with redundant
and hot-swappable components. However, this availability
and reliability are not automatically transferred to higher lay-
ers. In long-running and large-scale applications and in harsh
environments (e.g., in space-based applications [16]), intro-
duction of external faults (i.e., faults unrelated to software
defects) is unavoidable. For example, MPI processes may
fail because of processor, memory, power supply, or network
failures. Because MPI provides a static process model that
requires all processes to finish successfully, faults that affect
only a single process typically result in application-wide fail-
ure (in fact, the standard mandates this behavior).

A failed application may terminate gracefully, hang in-
definitely, or crash, depending on its implementation, point

Clusters of commodity-off-the-shelf (COTS) components are
rapidly replacing traditional supercomputers. Recent ad-
vances in processors and interconnect technologies have
made clusters more reliable, scalable, and affordable [7].
They have become the hardware of choice for solving prob-
lems in several domains that require large computation power.
The communication middleware and the parallel program-
ming environment determine the efficacy of clusters for par-
allel computing. Typically, the middleware connects the var-
ious components in the cluster and the parallel programming
environment provides the abstractions and programming in-
terfaces to users. MPI is currently the de facto standard that
defines the API for a message-passing parallel programming
model [20]. MPI is designed for achieving portable high-
performance communication in parallel applications. Numer-
ous implementations of MPI have been realized in industry

and academia, and MPI has successfully been used in many
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of failure, and failure mode. Typical fault mitigation strate-
gies in MPI environments involve saving application progress
at predetermined checkpoints and to recover failed applica-
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tions from checkpoint data. The MPI-1.2 standard, how-
ever, provides limited fault handling facilities (MPI “error re-
turn” mode) but lacks application checkpoint, recovery mech-
anisms, and asynchronous notification of failure events.

Several research efforts have realized reliable MPI at the
cost of high overheads that contradict the high-performance
goal of MPI. Most of these efforts and resulting middleware
are based on “black-box” approaches that provide static ab-
stractions of fault tolerance features and services to all types
of parallel applications [1,12,26,28]. These rigid approaches,
however, can result in unnecessarily large overheads in sup-
port of unused features and limited the flexibility to applica-
tions that can tradeoff reliability in favor of performance.

This paper presents MPI/FT [3], an MPI-based middle-
ware that provides additional services for detection and re-
covery of failed MPI processes. These services for fault
tolerance are tailored to minimize overhead for specific ap-
plication execution models, resulting in separate middleware
implementation for each model. Application execution mod-
els are abstractions derived from certain combinations of
communication topologies and parallel programming models
that are amenable to providing low-overhead fault tolerance
services. The presented API supports MPI-1.2 with the under-
standing that the model implicitly uses more restrictive syntax
and semantics.

MPI/FT is derived from MPI/Pro 1.51 [9,10,22], a fully
progressive implementation of the MPI-1.2 standard. MPI/
Pro utilizes progress threads in order to maximize the oppor-
tunity for transferring asynchronous sends and receives inde-
pendent of the number of times a user calls the library. Polling
progress is also optionally supported for certain applications
that prefer to poll. MPI/Pro optimizes many aspects of the
MPI-1.2 specification, including high-speed implementation
of persistent communication, efficient gather/scatter datatype
handling, fast collective algorithms, and both asynchronous
notification and asynchronous transfer of data.

MPI/Pro supports high-speed networks, TCP/IP, and shar-
ed-memory communications, as well as multiple operating
systems. MPI/Pro’s design emphasizes that the triple {over-
head, latency, bandwidth} must be optimized to yield highest
parallel application performance, and demonstrates that for
most applications, minimum latency is not the optimal; low
latency, together with low overhead and high bandwidth are
apparently optimal in practice, because these support high uti-
lization of the CPU by the application. Both polling and non-
polling MPT’s achieve comparable asymptotic bandwidths.

In the context of MPI/FT, MPI/Pro’s progress threads
are modified and monitored in support of fault detection.
These progress threads are central to the efficient operation
of MPI/Pro under non-fault conditions, and double in this
work as access points to asynchronous communication with-
out broad modification of the MPI implementation.

In MPI/FT, the MPI API is also extended to provide ser-
vices fault detection including, notification, recovery, process
redundancy, and user-aware checkpointing. The selection and
implementation of fault tolerant services depend on the tar-
geted application execution model in order to optimize per-
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formance and eliminate avoidable overhead. Furthermore, the
fault tolerant services in MPI/FT allow flexibility to users in
trading off reliability for performance as may be required by a
particular application. (The extended API is not emphasized
in this paper.)

The MPI/FT fault model assumes that the applications are
free of internal faults (i.e., flawed software). This is because
if flawed software causes an MPI process failure, then af-
ter recovery is completed and execution is resumed from a
checkpoint, the software flaw can cause yet another process
failure. This progression can repeat indefinitely with the ap-
plication making little or no progress. Additionally, MPI/FT
only covers external faults that lead to a complete process fail-
ure that is manifested in the form of an unresponsive process.
Conversely, transient faults that lead to the production of in-
correct results, but allow the MPI application to continue
are not addressed here. Detection of coverage of such tran-
sient errors must be provided by the application through the
explicit use of traditional fault detection and recovery tech-
niques (e.g., algorithm- or application-based fault detection
and recovery [14,29]).

The remainder of the paper is organized as follows. Sec-
tion 2 presents the deficiencies in the MPI standard as related
to fault detection and recovery. This section also addresses re-
sults from previous work in implementing fault tolerant MPL.
Section 3 identifies features of MPI applications that are used
to identify application execution models. Section 4 describes
in detail the design and implementation of MPI/FT with re-
gard to two of the application execution models. Section 5
presents and analyzes experimental results to evaluate the ef-
fectiveness of the implementation and to measure the trade-
offs between performance and reliability in MPI/FT. Section 6
discusses potential future research, and section 7 offers con-
clusions.

2. Related work
2.1. The MPI standard

MPI-1 [20] has become the ubiquitous API for parallel
message-passing scientific applications. The main goals of
this de facto standard are to provide portable mechanisms for
communications for parallel applications in a variety of high-
performance environments. MPI-1 provides point-to-point
and collective communication operations within the context
of communicators (i.e., group and context-oriented commu-
nication) in a static world of processes that share a common
session.

Because the addition of reliability features in communica-
tion evidently increases processing and system resource over-
heads, MPI offers limited fault-handling facilities. While con-
sistent with the goal of achieving high-performance, these
limited fault-handling features confine the usefulness of MPI
to environments where the occurrence of external faults must
be accounted for within the applications in order to ensure
the completion of applications, or where hardware and lower-
level services mask all faults.
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Following is a summary of MPI deficiencies with respect
to tolerance of external faults:

Fault Model: The MPI standard assumes that the underly-
ing host and network infrastructure are 100% reliable. The
standard and implementations do not provide mechanisms
to applications for handling node failures or lost messages.
For example, there is no timeout mechanism in the MPI
user API, and therefore, a blocking receive call can wait
indefinitely if the sending MPI process fails or if an un-
reliable communication layer loses the incoming message.
In the presence of an unreliable communication layer, the
MPI implementation must assume the responsibility of
providing reliable message passing to the application.

Fault Detection and Notification: Detection of external
faults is not defined in MPI. MPI only provides for de-
tection of limited instances of local internal errors such as
detecting and reporting incorrect function arguments and
resource errors (e.g., exceeding buffer space). Notification
of errors takes the form of invoking an application spec-
ified error handler function, and if the error handler does
not halt the process, the MPI call returns an error code.
The type of all errors detected and the error codes returned
are not specified in the standard.

Fault Recovery: In MPI applications, recovery from exter-
nal faults is inhibited by the restricted information con-
tained in the non-standardized error codes returned by
MPI calls. Recovery options are also hampered because
MPI mandates a static communicator. Also, the MPI
standard “mandates” killing jobs when a process or node
fails.

Therefore, an application cannot start a new MPI process
to take the place of a failed MPI process. Neither can the ap-
plication continue in a degraded mode by ignoring the failed
MPI process.

These limitations in the MPI standard and implementa-
tions make more difficult automatic, application-based, de-
tection and recovery from faults. In particular, if any one MPI
process in a parallel application hangs (i.e., becomes unre-
sponsive because of a deadlock or an infinite loop), or crashes
(i.e., terminates abnormally and prematurely), the entire ap-
plication is required to terminate, either gracefully or abnor-
mally, or in practice, may become unresponsive. In this sit-
uation users must restart the application. In order to make
progress in the face of faults, users typically periodically
save partial results in checkpoints, and recover prematurely
terminated applications using the data from the last check-
point. However, requiring human intervention in a simplistic
terminate-and-restart regime is a source of significant ineffi-
ciency in fault tolerant parallel computing.

The MPI-2 [21] standard extends MPI by providing dy-
namic process management, one-sided communication op-
erations, extended collective communication operations, and
parallel I/O. The addition of dynamic process management
is significant in that it allows applications to create and termi-
nate process “worlds” under application control. Applications
can use this feature to compensate for failed processes. How-
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ever, these extensions do not address MPI’s assumption that
the underlying infrastructure is reliable. Therefore, detection
of and options for recovery from external faults continue to
be restricted in MPI-2.

Because of the popularity of MPI, several research efforts
are striving to enhance MPI with reliability features. So-
lutions proposed in literature have ranged from transparent
checkpointing, to emphasizing the health of communicators,
to utilizing dynamic process management in MPI-2; these are
discussed next.

2.2. CoCheck

CoCheck [28] is one of the earliest efforts to make MPI
more reliable. CoCheck extends the single process check-
point mechanism in Condor [18] to a distributed message-
passing application. Unlike most checkpointing middleware,
CoCheck is visible to the user, and is available at a layer above
the message-passing middleware. Common problems with
checkpointing and recovery such as global inconsistent states
and domino effects [11] are eliminated through the use of a
protocol to “flush” all in-transit messages before a checkpoint
is created.

CoCheck is primarily intended to facilitate process mi-
gration, load balancing, and stalling of long running ap-
plications for resumption at a later time. CoCheck incurs
a large overhead because it checkpoints the entire process
state. Recovery of a failed process is performed by a user-
level function. However, CoCheck only provides coarse-
grained reliability for MPI because CoCheck does not have
access to the message-passing middleware’s internal data
structures.

2.3. Egida

Egida [26] is an object-oriented toolkit for transparent log-
ging, and rollback recovery. Egida is extensible and allows
users to define their own logging and rollback recovery proto-
cols. Implementations for the described protocol are synthe-
sized by gluing pre-existing objects. Egida’s log-based fault
tolerance facilities emphasize the reduction of overhead dur-
ing recovery. However, unless the checkpoint protocols are
carefully designed, the use of Egida can lead to large over-
heads.

2.4. FI-MPI

The communicator is an important MPI data structure that
defines a communication context and the set of processes
for the context. Premature termination of a process places
communicators involving the dead process in an invalid state.
FT-MPI [12] allows the application to continue using a com-
municator with the failed rank while explicitly excluding
communication with the failed rank, or to shrink the com-
municator by excluding the failed rank, or to spawn a new
process to take the place of a failed process.

This ability of the communication middleware to repair an
invalid communicator results in application-based recovery
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choices other than restarting the application from a previous
checkpoint. This flexibility enables the construction of appli-
cations with fine-grained fault recovery mechanisms. How-
ever, the FT-MPI literature does not elaborate on strategies
used for failure detection. FI-MPI also does not provide an
API for fault notification and for checkpointing.

2.5. Starfish

Starfish [1] provides a parallel execution environment that
adapts to changes in the cluster caused by node failure and
recovery. The Starfish environment for execution of dynamic
MPI programs is based on the Ensemble group communica-
tion system [13]. Starfish uses an event model wherein appli-
cation processes register to listen for events reflecting changes
in cluster configuration and process failures.

Starfish also provides application- and system-driven
checkpointing facilities. When a process failure is detected,
Starfish can automatically recover the application from a pre-
vious checkpoint. However, consistency of communicators is
not addressed in Starfish; in order to recover a single failed
process, the entire MPI application must be restarted. Essen-
tially, many of the powerful dynamic process management
features of Starfish cannot be used directly by MPI applica-
tions.

3. Model-based fault tolerance

Many of the existing efforts to enhance the reliability of MPI
use a “black-box” approach of providing a fixed set of ser-
vices (e.g., transparent checkpointing, message logging, and
roll-back recovery) to all applications. However, this ap-
proach can incur unnecessarily large overheads for certain
classes of applications. For example, consider a closely cou-
pled iterative parallel application that loads a large volume of
data from mass storage on startup and performs an all-reduce
operation at the end of every iteration. Further assume that
the application only requires a small amount of memory for
maintaining the progress state information (i.e., for variables
containing intermediate results and data and iteration indices).
However, under an application-transparent checkpointing and
rollback regime the middleware must save a snapshot of the
entire application state, including the entire memory allocated
in all processes, and must log all in-transit messages, thereby
incurring large overhead in terms of processing, storage, and
network bandwidth.

The strategy behind the design of MPI/FT is that over-
head can be minimized by providing fault tolerant message-
passing middleware services specifically tailored to meet the
requirements of the application at hand. In order to balance
the cost of implementing and deploying customized middle-
ware for many parallel applications versus the performance
costs of middleware induced overheads, MPI/FT provides dis-
tinct middleware implementations for applications grouped
into several high-level application execution models, summa-
rized in table 1. MPI/FT also provides mechanisms for failure
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Table 1
Application execution models.

Programming Commu- Middleware Designation Currently
style nication redundancy and imple-
topology checkpointing mented
Master—slave  Star None Model-la Yes
Master only — passive  Model-Ib No
Master only — active ~ Model-Ic No

Regular-SPMD  All-to-all Model-1la Yes

Model-1Ib No

None

Coordinator at rank 0
only — passive
Coordinator at rank 0
only — active

Model-1lc No

notification and process restart but leaves the task of check-
pointing and resuming execution from the last valid check-
point to the application.

MPLI/FT uses the following parameters to distinguish ap-
plication execution models:

Virtual Communication Topology: MPI applications have
a virtual communication topology defined by a directed
graph wherein nodes represent processes and edges rep-
resent messages. Commonly used topologies in paral-
lel applications include hypercube, rectangular grid, all-
to-all fully connected, and star. This graph describes
the virtual communication topology more precisely than
the set of instantiated MPI communicators. For exam-
ple, each process may communicate only to a subset
of neighbors (i.e., in a stencil) while using the default
all-inclusive MPI_COMM_WORLD communicator. The
virtual communication topology of a parallel application
directly influences the design and implementation of low-
overhead collective communication, application-based de-
tection, and middleware level recovery services.

Program Style: MPI-1.2 applications typically follow one
of two common styles — single program multiple data
(SPMD) or master—slave (or client—server). In these styles,
program flow consists of iterations of computation inter-
spersed with communication. The program style governs
the appropriate location of calls to the MPI/FT fault tol-
erance services. Analysis of the program style also sug-
gests potential optimizations (e.g., only a small subset of
processes may need to be rolled-back in order to recover
from a failure).

Middleware Redundancy: Replication of both processes
and data is utilized for achieving reliability. Careful man-
agement of redundancy-induced overhead is required in
order to achieve high performance. In order to reduce over-
head, unnecessary redundancy must be eliminated wher-
ever possible. For example in order to conserve resources,
passive redundancy can be utilized instead of active redun-
dancy whenever allowed by the application’s reliability re-
quirements [24]. In passive redundancy, spare processes
are either idle or used for other tasks, and these spares
must be initialized to replace the failed process. In ac-
tive redundancy, the spare processes duplicate the tasks
being performed by the processes that are to be replaced,
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and therefore, do not require initialization when replacing
failed processes.

3.1. The Master—slave application execution models

In these related models (see Model-la, Model-1b, and Mo-
del-Icin table 1), based on a virtual star communication topol-
ogy, the master node communicates with the slave nodes and
the slaves communicate with the master; slaves do not directly
communicate with other slaves. Because there is no explicit
interaction (including synchronization) between slaves, no
collective calls are implemented or permitted for this model.
The master node sends jobs to and receives results from the
slaves.

Failure of a slave causes the middleware to return an er-
ror code to the master process from only those MPI calls
involving the failed node; communication between the mas-
ter and other nodes is normally unaffected. The master
process uses MPI/FT services to restart the failed slave
process and to resend the failed job. MPI/FT repairs the
MPI_COMM_WORLD communicator at the master process
to reflect the replaced process.

Failure of the master node requires that the entire applica-
tion be restarted from a checkpoint. This results in a single
single-point-of failure as opposed to multiple single points
of failure in traditional MPI applications. Model-Ib and Mo-
del-Ic increase the resiliency of the application by enabling
recovery of master node failure. However, this capability in-
creases overhead because of the communication required to
monitor the master node’s health and the processing and I/O
required to save the master’s state in a checkpoint. (Currently,
the design options for Model-Ib and Model-Ic are under in-
vestigation and their implementations are not yet available
in MPI/FT.)

Note that for Model-1a, MPI/FT does not provide a check-
point mechanism because only the state of the master process
needs to be saved in a checkpoint. This simple task can be
accomplished within the application by streaming the state
information to a data file, or otherwise.

3.2. The Regular-SPMD application execution models

In these related clique models (see Model-1la, Model-11b, and
Model-Ilc in table 1), all processes may communicate with
each other (i.e., these models exhibit an all-to-all communi-
cation topology). Furthermore, the processes consist of syn-
chronous iterative loops and the communication occurs at the
start (or end) of each iteration.

In these models, the failure of an MPI process results in
the synchronous propagation of the failure notification to all
remaining ranks. As a result of this notification, all remain-
ing processes rollback to the previously saved checkpoint.
The middleware provides services to restart and recover the
failed process from the saved checkpoint. The middleware
also repairs the MPI_COMM_WORLD communicator at all
the processes to reflect the replaced process.

In the current implementation of MPI/FT for the Regular-
SPMD models, the process with rank 0 is responsible for
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coordinating the recovery of the failed process. Therefore,
this coordinator process represents a single single-point-of-
failure similar to that in the Master—slave models. In Model-
Ila, the failure of rank O requires the manual restart of the
entire application from the previous checkpoint. Model-1Ib
and Model-Ilc enable the recovery of rank 0 and the underly-
ing coordinator, resulting in increased application resiliency
with a concomitant increase in overhead.

For these models, MPI/FT also provides a synchronous
collective operation for producing globally consistent check-
points. Consistency of checkpoints is established by requir-
ing the participation of all processes in the collective oper-
ation and the checkpoint operation essentially behaves like
a barrier operation. A complementary collective operation
for reading data from a previously saved checkpoint is also
provided. (As with Model-Ib and Model-Ic, the design op-
tions for Model-1Ib and Model-Ilc are currently under inves-
tigation and their implementations are not yet available in
MPI/FT.)

4. Design and implementation of Model-Ia and Model-1la

In addition to the existing send and receive progress threads in
MPI/Pro, MPI/FT implements a self-checking thread (SCT)
that monitors the status of the middleware in order to pro-
vide fault detection, notification and recovery services. An
MPI/FT process consists of at least four threads: (1) the send
progress thread, (2) the receive progress thread, (3) the fault
monitoring SCT, and (4) one or more user thread. The send
and receive progress threads derive from MPI/Pro’s design,
while the fault monitoring SCT is a new feature. The SCT
at the master process in the Master—Slave models and at the
process with rank 0 in the Regular-SPMD models coordi-
nate the fault detection and recovery function for the entire
MPI/FT application, and therefore, are known as coordinator
threads to distinguish them from other SCTs.

4.1. Fault detection and notification

Detecting process failures is a key feature of MPI/FT. A good
fault detection strategy must balance accuracy (i.e., minimize
false positives), speed (i.e., minimize the time interval be-
tween the occurrence and detection of a fault), and cost (i.e.,
impose low overheads when faults are not occurring). The
fault detection mechanism in MPI/FT is apparently the largest
contributor to the total fault free overhead. To limit this over-
head, the current implementation of MPI/FT is restricted to
detecting unresponsive MPI processes; user-selected runtime
support for other kinds of fault detection and correction mech-
anisms (e.g., application and message replication) may be in-
tegrated into MPI/FT in the future.

Unresponsive processes are detected through the use of in-
ternal and external heartbeat messages generated and mon-
itored by the various MPI/FT progress and self-checking
threads. The SCTs use the internal heartbeats to monitor
the progress of the send and receive threads in the MPI/FT
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processes. The coordinator uses external heartbeats to mon-
itor and gather progress information collected by remote
SCTs.

4.1.1. Internal heartbeats
The SCT and progress threads communicate using shared
memory to perform internal heartbeat monitoring. The SCT
periodically “posts messages” to the progress threads request-
ing status updates. The mechanisms for delivering these re-
quests take a variety of forms depending on the underlying
communication layer used. Under Ethernet/TCP, for exam-
ple, a receive thread blocked on a select call is awoken by a
message sent by the SCT to the receive thread over a special
intra-process socket. A send thread blocked on a semaphore
waiting for new MPI messages to transmit is awoken when
then SCT signals the event object. After posting the request,
the SCT blocks on a semaphore, waiting for the progress
thread to update the status information in the shared mem-
ory area. The progress thread signals the SCT’s semaphore
after writing status information in the shared memory area.
If the SCT does not receive the event within an interval
(specified by the user in the form of an mpirun parameter),
the SCT assumes that the progress thread has failed. It is pos-
sible that while processing large communication requests, the
progress threads will not be able to respond to SCT status re-
quests in time, thereby causing false failure indications. To
prevent this situation from occurring, a progress thread that
is about to process long-running communication operations
writes the start time and expected duration of the period dur-
ing which the progress thread will be unable to respond to
SCT requests in the shared memory area. The SCT uses this
information to extend the deadline for reception of the heart-
beat from the progress thread in question.

4.1.2. External heartbeats

In Model-1a, the coordinator passively listens for periodic
heartbeat messages from the slave processes. If the heart-
beat is not received from a slave process within an interval
(specified in the form of an mpirun parameter), the coordi-
nator assumes that process has failed and initiates recovery.
In the current implementation of Model-1la, the coordinator
actively requests the SCTs at the other processes to provide
status information, and expects to receive responses within
user-specified intervals. Receipt of the request at the SCT in-
dicates that the coordinator was unaware of any failure at any
other process at the time the request was sent. As soon as the
coordinator detects a failure, it broadcasts a failure notifica-
tion to all surviving processes. Receipt of failure notification
enables the SCTs to initiate recovery procedures and to up-
date local copies of the global communicators.

Model-Ia requires only one-way SCT heartbeat communi-
cation because slaves are not notified of failures at the Master
or other slave processes. Failure of the Master requires man-
ual application restart. Because a slave’s communicator only
has itself and the master process, slave communicators need
not be repaired to reflect failure of a slave.
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Investigation of other techniques for heartbeat monitoring
and failure notification (e.g., hierarchical organization of co-
ordinators and “gossiping” [8,27]) to mitigate the bottleneck
cause by the currently implemented centralized monitoring is
ongoing for the remaining application execution models.

4.2. Recovery

In all models, the coordinator and SCTs collectively recover
the internal state of the MPI implementation at the behest
of the application once it is notified of the failure. Failed
processes are replaced with processes taken from a pool of
processes held in reserve.! Once the pool of reserve processes
is exhausted, MPI/FT can no longer recover a failed process
and the application fails. In the Master—slave models, only
the Master process is notified of the failure of slaves. In
Model-1b and Model-Ic, the slaves’ SCTs are responsible for
collectively establishing a new Master process when the Mas-
ter node fails. In the Regular-SPMD models, the coordina-
tor is responsible for disbursing failure notification to all the
processes in the MPI/FT application.

In Model-1Ib and Model-Ilc, the SCTs collectively estab-
lish a new coordinator and rank 0 if the process with rank 0
fails. The following sections describe the implementation of
the recovery processes for Model-la and Model-Ila (efficient
recovery processes for other models are currently under in-
vestigation). Replacing processes in the reserve pool (once
exhausted) or having no reserve until needed will be offered
in conjunction with MPI-2 in the future.

4.2.1. Recovery in Model-la

A failed slave process is recovered in Model-Ia by replac-
ing the failed process with a process from the reserve pool.
This is accomplished by replacing the descriptor for the failed
process with the replacement process in the Master’s commu-
nicators. Figure 1 depicts the following notification and re-
covery steps taken in Model-Ia:

1. The Coordinator detects failure of a slave and updates in-
ternal failure status data structures. All outstanding MPI
calls using the failed process return failure error codes
and message queues associated with the failed process
are cleared. Furthermore, subsequent MPI calls using
the failed process also fail until recovery is initiated.
The application thread can also call a new API function
MPIFT_GET_DEAD_RANKS (), in order to poll for fail-
ure notification.

2. The application thread calls a new API function
MPIFT_RECOVER_RANK () in order to initiate recovery.

3. The Coordinator releases the replacement process. The
replacement process is given the information required to
reconstruct an MPI communicator.

4. The application and coordinator threads wait for the re-
placement process to complete the MPI progress and
SCT connections. When the connection is completed,
the replacement processes’ descriptor replaces the failed
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I Master Process Spare Process
g (with rank 0)
a
Application Coordinator
Thread Thread
1 Fault is detected

e MPI calls to failed nodes €¢———
return errors

e MPI_GET_DEAD_RANKS()
returns failure status

e__ Notify application

e Invalidate connection

e Clear message queucs
associated with the failed
process

2 | Application calls
MPI_RECOVER_RANK()

3 Release replacement process

Accept MPI connection

e  Normal Initialization
e  Setup MPI and FT

4 //7 connections
4| /

Accept FT connection
e  Setup MPI/FT internal
data structures

5 Application specific initialization

e Send job to new slave process

< Accept job
e  Start processing job

Figure 1. Implementation of notification and recovery in Model-la.

processes’ descriptor in the Master’s communicator. This
marks the end of middleware recovery.

5. The application threads proceed with application-level re-
covery and process state initialization. This typically re-
quires the Master to resend the job request being processed
by the failed process to the replacement process.

Note that the other slaves are not affected and can con-
tinue processing while the Master process recovers the failed
process.

4.2.2. Recovery in Model-1la

In Model-1la, the application cannot make progress when
even a single process fails. Therefore, recovery is a collec-
tive operation involving all remaining processes. Figure 2
presents a depiction of the following notification and recovery
steps taken in Model-1la:

1. The coordinator detects failure of a slave and updates in-
ternal failure status data structures. The coordinator in-
forms all other SCTs of the failed process. Upon reception
of the failure notification, all outstanding MPI calls to all
processes return failure error codes. Essentially, all com-
munication is halted in order to ready the application for
global recovery. Furthermore, all subsequent MPI calls
also fail until recovery is initiated. The application can
also call MPIFT_GET_DEAD_RANKS () to poll for fail-
ure notification.

2. The application threads at all processes call MPIFT__
RECOVER_RANK () to initiate recovery.

3. Message queues at all processes are cleared.

4. The Coordinator releases the replacement process. The
replacement process is given the information required to
reconstruct an MPI communicator.

5. The application and SCT threads at all processes wait for
the replacement process to complete the MPI progress and
SCT connections. When the connection is completed,
the replacement processes’ descriptor replaces the failed
processes’ descriptor in the communicator at each process.
This marks the end of middleware recovery.

6. Start the application-level recovery by loading and initial-
izing application state from a previous checkpoint.

4.2.3. Checkpointing in Model-1la

MPI/FT provides two new collective operations for appli-
cation-level checkpointing and recovery. MPIFT_CHKPT
DO () is called by all ranks to save marshaled application-
specific checkpoint data currently implemented as separate
per-process files. This call successfully completes when all
processes have saved the checkpoint data. MPIFT_CHKPT__
RECOVER () is called by all processes in order to load the
data from the last successful collective checkpoint. After
loading the checkpoint data, the individual MPI processes un-
marshal the data and restore the process’s state before pro-
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Figure 2. Implementation of notification and recovery in Model-Ila.
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Figure 3. Increase in latency with external heartbeats only (internal heart-
beats disabled).

ceeding. It is possible for processes to fail during the check-
point recovery phase. In this case, the application-level recov-
ery will fail and the application must repeat the process and
application-recovery steps.

5. Experimental results

Latency and bandwidth are typically used for evaluating the
performance of a message-passing middleware. The intro-
duction of fault tolerance mechanisms increases the overhead
inherent in any MPI implementation. This increase in over-
head in MPI/FT results in decreased effective bandwidth and
increased latency compared to MPI/Pro. In order to deter-
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Figure 4. Decrease in bandwidth with external heartbeats only (internal heart-
beats disabled).

mine the additional overhead contributed by the fault toler-
ance mechanisms of MPI/FT accurately, a number of latency
and bandwidth measurements were taken from a “ping-pong”
test program under varying heartbeat parameters in a fault
free environment. These measurements were compared to
the latency and bandwidth measurements taken from the same
ping-pong program using MPI/Pro. Most of the following re-
sults were achieved on a cluster of 750 MHz Intel Pentium III
processors running Linux 2.4 and connected by 100 Mbps
switched Ethernet. Results plotted in figures 7, 8, 9, and 10
were derived from a cluster of 900 MHz Pentium III proces-
SOrS.

Figures 3 and 4 plot the percent increase in latency and per-
cent decrease in bandwidth, respectively, with disabled inter-
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nal heartbeats and external heartbeats of varying frequencies
over a range of message sizes. Figures 5 and 6 plot the per-
cent increase in latency and percent decrease in bandwidth,
respectively, with varying internal heartbeat frequency and
one external heartbeat every 4 seconds over a range of mes-
sage sizes. As expected, these graphs show that overhead in-
creases with increasing frequency of heartbeats and that the
impact of the additional overhead is reduced with increas-
ing MPI message sizes. Therefore, the fault free overhead
of point-to-point communication in MPI/FT is negligible in
long-running applications using heartbeat rates in the order
of tens of seconds.

In addition to latency and bandwidth, total completion time
of applications is also an important criterion for comparing
the performance of MPI/Pro and MPI/FT. Figures 7-10 com-
pare the total completion time for pmandel (a Model-Ia imple-
mentation of the Mandelbrot Set [19] visualization program)
running with three slaves (four processes in all) under the fol-
lowing situations:
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Figure 5. Increase in latency with varying internal heartbeat frequency and
one external heartbeat every 4 seconds.

311

(a) fault free MPI/Pro,
(b) fault free MPI/FT,

(c) single slave failure after 10% of the pixels are computed
and recovery is not initiated (i.e., after the failure of the
slave, the application continues with the remaining two
slaves), and

(d) single slave failure after 10% of the pixels are computed
and recovery is performed.

Clearly, the benefit of performing recovery depends on
when in the application’s lifecycle the failure occurs. An
application may decide not to perform recovery (i.e., to pro-
ceed without the failed node) if the application is nearly com-
plete and the recovery process will either provide no benefit
or extend total completion time. In the Model-Ila pmandel im-
plementation investigated in this research, recovering from a
checkpoint is only beneficial if the failure occurs before 50%
of the pixels have completed. The overhead of recovering
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Figure 6. Decrease in bandwidth with varying internal heartbeat frequency
and one external heartbeat every 4 seconds.
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Figure 7. Comparison of runtimes for the Model-Ia pmandel application with and without recovery when the error occurs after 10% of the pixels have been
completed.
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Figure 9. Comparison of runtimes for the Model-Ia pmandel application with and without recovery when the error occurs after 50% of the pixels have been
completed.

Table 2
Runtime overhead for Model-Ila (Game of Life) without checkpointing
over 10,000 iterations.

Grid size MPI/Pro MPI/FT Overhead
4 x4 8.84 s 9.26s 4.7%
16 x 16 8.97s 943s 5.2%

100 x 100 10.63 s 11.17 s 5.0%

250 x 250 20.75 s 21.25s 2.4%

from checkpoints after 50% of the pixels have completed ex-
tends the total completion time.

Table 2 compares the fault free runtime for MPI/Pro and
MPUFT for the Model-Ila sample application using four
processors. The sample application is the parallel implemen-
tation of the cellular automata simulation “Game of Life” [4]

and is executed over a 2D grid of four processors arranged in
a2 x 2 square topology. The timing results were obtained by
executing the simulation for 10,000 iterations. As expected,
checkpointing overhead increases with frequency of check-
points taken. The cost of recovery from failure is similar to
that in Model-1a, and therefore, timing results from Model-1la
recovery experiments are omitted for brevity.

Checkpointing adds considerable overhead to the total run-
time of an application and the MPI/FT user must determine
the frequency of checkpointing appropriate for the particu-
lar application and its environment. Invoking checkpoint rou-
tines at a greater frequency than required leads to unnecessary
fault free overhead. A lower than required frequency, in the
presence of faults, can result in an increase in the amount of
work that is repeated. Both these conditions retard or prevent
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Figure 10. Comparison of runtimes for the Model-Ia pmandel application with and without recovery when the error occurs after 70% of the pixels have been
completed.

application progress. Figure 11 illustrates the overhead re-
sulting from taking checkpoints at various frequencies using
the Game-of-Life Model-1la example application.

6. Future work

This version and prototype of MPI/FT is practical, but just
scratches the surface of potential scalable, fault tolerant, mes-
sage passing keyed to practical production computing. Fu-
ture work includes providing support for all models described
in table 1 (additional models are also being investigated);
connection of MPI/FT’s checkpoint to MPI-2 parallel 1/O;
combination of MPI/FT with n-modular redundancy and re-
dundant messages as initially reported in [3]; automation
of decision to recover or not based on application input for
Model-I; network failure detection and recovery for Ether-
net/TCP, Myrinet [6], and Infiniband [15]; and combination
with “gossip” [8,27] for scalable failure detection and notifi-
cation.

7. Conclusions

This paper introduces model-based fault tolerance for paral-
lel applications based on MPI 1.2. Model-based restrictions
of syntax and semantics are effective means to focus on fault
tolerance practically, while separating concerns that occur for
different kinds of MPI-based applications. Specific models
offer to lower fault-free overhead, enhance scalability, and
promote practical solutions. A specific model taxonomy is
given in table 1 and further extensions to this taxonomy are
under investigation.

A fault tolerant MPI for two models — Master—slave and
Regular-SPMD - is offered. This prototype, MPI/FT, is based
on the MPI/Pro 1.51 commercial software package. MPI/FT
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Figure 11. Checkpoint induced fault-free overhead in the Model-1Ib “Game
of Life” simulation of varying sizes.

successfully implements Model-Ia and Model-Ila, and offers
specific measures of fault free overhead. MPI/FT is beneficial
for the example applications shown. An initial API for recov-
ery and checkpointing is also provided, but the formulation of
the same is a subject for future research and development.
The initial success with model-based fault tolerance and
internal monitoring of MPI for process faults provides a use-
ful, pragmatic, but as-yet incomplete fault tolerant environ-
ment for production computing. Future work, noted above, is
keyed to further advances in robustness and functionality.
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Note

1. Because idle spares use few cycles and small virtual memory, this ap-
proach seems workable for small-medium clusters.
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